Configure NTP Server in AD

Option 1 - Via GPO

Setup GPO for NTP Server and apply it to the Domain Controller.

Computer Configuration (Enabled)
Policy definttions (ADMX files) retieved from the local computer.
System/Windows Time Service/Time Providers
hide
Policy Setting Comment
Corfigure Windows NTP Client Enabled
MNtpServer 10.1.1.7.0¢5
Type NTP
CrossSteSyncHags 2
ResolvePeerBackoffMinutes 15
ResolvePeerBackoffMaxTimes 7
SpecialPallirterval 1024
EventLogFlags 1]
Policy Setting Comment
Enable Windows MTP Client Enabled
Enable Windows NTP Server Enabled

Setup GPO for NTP Client for Member Server
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Computer Configuration (Enabled)
hide

Administrative Templates e
Policy definttions (A0 M files) retieved from the local computer.
System/Windows Time Service/Time Providers
hide
Policy Setting Comment
Corfigure Windows NTF Client Enabled
MtpServer lab-dc1 homelab local
Type MTP
CrossSteSyncHaos 2
Resalve PeerBackoff Minutes 15
Resolve PeerBackoffMax Times 7
Special Pollinterval 1024
EventLogFlags 0
Policy Setting Comment
Enable Windows NTP Cliert Enabled
Enable NTP Server in Domain Controller.
1. Change the server type to NTP. To do this, follow these steps:
1. Select Start > Run, type regedit, and then select OK.
2. Locate and then select the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Parameters
3. In the pane on the right, right-click Type, and then select Modify.
4. In Edit Value, type NTP in the Value data box, and then select OK.
5. Example:
B Registry Editor
File Edit View Favortes Help
ComputeryHKEY_LOCAL_MACHINEVSYSTEMA CurrentControlSet\ Services\w32time\ Parameters
v witime ~ | Name Type Data
. - Config ab) (Default) REG_SZ (value not set)
Z“"‘f_e’s . ab] NitpServer REG_SZ 10.1.1.1,0x8
: TT;”Er:r;::E::”' : 2B ServiceDIl REG_EXPAND SZ  C:\Windows\SYSTEM32\w32time.DLL
: i Traaerlnfo i3 ServiceDllUnloa...  REG_DWORD 000000001 (1)
: 99 . ab| ServiceMain REG_SZ SvchostEntry_W32Time
> WaaSMedicSvc
. EP]T)‘PE REG_S\Z MTP

WacomPen

2. Set AnnounceFlags to 5. To do this, follow these steps:
1. Locate and then select the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config
2. In the pane on the right, right-click AnnounceFlags, and then select Modify.
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3. In Edit DWORD Value, type 5 in the Value data box, and then select OK.

4. Example:
E’ Registry Editor

File Edit View Favorites Help

Computery\HKEY_LOCAL_MACHINELSYSTEMY CurrentControlSeth Serviceshw32time\ Config

v w32time

Config
Parameters
SecureTimeLimits

TimeProviders
Triggerinfo
WaaSMedicSve
WacomPen
WalletService
wanarp
wanarpvh
WarpJIT5ve
Whio5nec
weifs
Wemswe
wenfs
WdBoot
WFOT000
WFilter
WidiServiceHost
WdiSystemHost
WdmCompanionFilter
WdMisDre
WdMisSvc
Wecsve

~

Mame

ab| (Default)
fgb']hnnaunceFlags
_?_-';:']Cluckﬂldjustme...
f;'g']CIu:uckHulduverP...
_?5'9'] EventLogFlags
4| FrequencyCorre...
fia| HoldPeriod

_?_-'g'] LargePhaseOffset
fie| LastClockRate

fig| LastKnownGood...
fgb']LDcaICluckDispe...
fia| MaxAllowedPha...
ﬁb‘]MaxNegPhaseC...
fia| MaxPolllnterval
_‘{-E:']MaxPDsPhaseCu:u...
fia| MinPollinterval
Tis| PhaseCorrectRate
74| PolladjustFactor
48| SpikeWatchPeriod
4| TimelumpAudit...
_?5'9'] Updatelnterval
4| UtilizeSsITimeDa...

3. Enable NTPServer. To do this, follow these steps:

1. Locate and then select the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\NtpServer

2. In the pane on the right, right-click Enabled, and then select Modify.
3. In Edit DWORD Value, type 1 in the Value data box, and then select OK.

Type

REG_5Z
REG_DWORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_CQWORD
REG_DWORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_D'WORD
REG_DWORD
REG_D'WORD
REG_DWORD

Data

{walue not zet)
0x00000005 (5) e
DxD0000320 (300)
(0000178 (7800)
(00000002 (2)
(00000004 ()
DxDD00000S (5)
0x02fafD20 (50000000)
(00026259 (156249)
(1dadc/e9dbaa3d? (133485619105670098
(0000000a (10)
0xD000012¢ (300)
(00022300 (172800)
0x0000000a (10)
(00022300 (172800)
DxDD00000G (6)
0xDDD00007 (7)
DxD000000S (5)
0xD0000384 (900)
(00007030 (238007
0xD00000G4 (100)
00000001 (1)
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4.

Example:
E Registry Editor
File Edit

View Favorites Help

Computer\HKEY_LOCAL_MACHIMENSYSTEMY CurrentControlSet’Services'w32timet TimeProviders\ NtpServer

w w32time
Cenfig
Parameters
SecureTimeLimits
W TimeProviders
.| | NtpClient
MNtpServer
YMICTimeProvider
Triggerlnfo
WaaSMedicSve
WacomPen
WalletService
wanarp

wanarpvb
WarpJIT5wve

]

Marme

ab| (Default)

s AllowMeonstand...

is| ChainDisable

Eﬂ[hainEntr}fTime...
fﬁ][hainLuggingR...

oK

a| ChainMaxEntries

#%| ChainMaxHostE...

ab| DlIName
el Enabled
f_-'ﬁ] EventlLogFlags
f_-'ﬁ]lnputprovider

f_-'ﬁ]ﬂequireﬂecureTi...

Type

REG_5Z
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_EXPAND_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

4. Specify the time sources. To do this, follow these steps:
1. Locate and then click the following registry subkey:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Parameters

2. In the pane on the right, right-click NtpServer, and then select Modify.

3. In Edit Value, type Peers in the Value data box, and then select OK.

4.

5. Configure the time correction settings. To do this, follow these steps:

Example:
B Registry Editor

File Edit WView Favorites

Help

Data

(walue not =et)
Ooc0000000T (1)
(oc00000000 {07
(ocDO0O00010 (18]
(ec0000001e (307
(ecDO0O0D020 (1.28)
Che0000000 (4
CAWindows\SYSTEM3 2 w32time.DLL
0xDOD0D00T (1) e
OocDOO00000 (07
OocDOO00000 (07
OocDOO00000 (07

ComputertHKEY_LOCAL MACHINEVSYSTEMY CurrentControlSet\ Servicesiw32time\ Parameters

W w32time

Config

Parameters

SecureTimeLlimits

W TimeProviders

.|| NtpClient
MtpServer
YRAICTimeProvider

Triggerinfo

Mame

ab| (Default)
3'3] MtpServer

ab| ServiceDll

Qﬂﬂewicehﬂain

2b| Type

fg'g']ﬂern.riceDIIUnlua...

Type

REG_SZ

REG_SZ
REG_EXPAMD_SZ
REG_DWORD
REG_5Z

REG_5Z

1. Locate and then click the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config

In the pane on the right, right-click MaxPosPhaseCorrection, and then select

2.

Modify.

In Edit DWORD Value, click to select Decimal in the Base box.
In Edit DWORD Value, type TimelnSeconds in the Value data box, and then

select OK.

Locate and then click the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config

Modify.

Data

(wvalue not set)

10.1.1.1,0x8 €
CAWindows\SYSTEM32w32tir
000000001 (1)

SwechostEntry W32Time

MTP

. In the pane on the right, right-click MaxNegPhaseCorrection, and then select
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7. In Edit DWORD Value, click to select Decimal in the Base box.

8. In Edit DWORD Value, type TimelnSeconds in the Value data box, and then

select OK.
9. Example:
B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHIMNENSYSTEM CurrentControlSet! Services\w32time\ Canfig

~ w3Ztime

Config

Parareters

SecureTimelimits

W TimeProviders

.. | NtpClient
MtpServer
YMICTimeProvider

Triggerinfo

WaaSMedicSve

WacomPen

WalletService

wanarp

wanarpvi

WarplITSve

WhioSnvc

wecifs

Wermnsve

wenfs

WdBoot

Wdf01 000

WaFilter
WdiServiceHost
WdiSystemHost
WdrmCompanionFilter
WdNisDre

6. Close Registry Editor.

A

fg'g']hnnu:uunceFlags

24| ClockAdjustmentAuditLimit

fg'p']CIu:uckHu:uldwerPerind
f!'g'] EventLogFlags

4| FrequencyCorrectRate
e HoldPeriod

4| LargePhaseOffset

o LastClockRate
fgb']LastKannGDDdTime
fg'g']anaICIockDispersinn
| MaxAllowedPhaseOffset
f!';:']MaxNegPhaseCorrection
fg'g']l’\a"laxpalllnterval

o| MaxPosPhaseCorrection
% MinPolllnterval

Wo| PhaseCorrectRate

2% PollAdjustFactor

4| SpikeWatchPeriod

4| TimelumpAuditOffset
f!'g'] Updatelnterval

%] UtilizeSsITimeData

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_QWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(walue not =et)
00000005 (5)
00000320 (800)
Ox00001e78 (7800)
Onc00000002 (2)
00000004 (4)
Oxc00000005 (5)
Ow02faf0a0 (30000000)
000026259 (156249)
Oxlda3cie9deaal3d2 (13348561910567
Oxc0000000a (10)
0000012 (3007

(xD0025300 (172800) @
00000000 [10)

000023300 (172800) <
0000000 [6)

000000007 (7)

00000005 [5)

000000384 (900)

000007020 [23800)
000000064 (100)

00000001 [1)

7. At the command prompt, type the following command to restart the Windows Time

service, and then press Enter:

net stop w32time && net start w32time
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